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 Allow designers to assess the sensitivity to
SEUSs of FPGA-based applications...

— ...as early as possible during the design process
(before prototypes are available)...

— ...with easy-to-use and cheap software tools



Motivation

Lack of simulation tools of SEUs In the configuration
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"Agustin Fernandez-Ledn. “ASIC and FPGA for space applications: technology
and strategies to counteract radiation effects”, keynote talk at DCIS2010



The CAD flow
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Fault Model (SEUs In the logic)
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More accurate than the Stuck-at fault model”

"M. Rebaudengo et al. “A new functional fault model for FPGA application-oriented
testing”, in DFT 2002 >



Fault Model (SEUs In the routing)
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"M. Violante et al. “Reconfigurable Field Programmable Gate Arrays for Mission-Critical
Applications”, Springer Science & Business Media, 2011. °



Unexcitable SEUSs
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The SEU In the contf. bit (x,=1, X;=0) of LUT_2 Is
unexcitable l

The system behaves correctly even after the
occurrence of the SEU 7



The SEU-X? tool: system modeling

« SAL description language for system specification

/LOCAL LUT 2 : BOOLEAN ;\

Xo = LUT_O; x; = LUT_1;
\LUT_Z = Xy OR X;;

J

 LTL formulas for unexcitability theorems
| GINOT(X,=TRUE AND x,=FALSE)); |

« SAL-SMC (Symbolic Model Checker) for unexcitability
theorem proofs :



The SEU-X? tool: the software flow
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The SEU Simulator

Unexcitable SEUs cannot cause system failures

What about excitable SEUS?

!

The SEU simulator is used to determine which of
the excitable SEUs can actually lead to
fallures of the system
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The SEU Simulator
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« Emulation of SEUs in the
configuration memory * Vendor independent,



Some results: unexcitability analysis
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Up to 48% unexcitable SEUs in the logic
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Some results: SEU simulation
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Max simulation error: 0.5% .



A CAD flow for accurate and early SEU sensitivity
analysis

E2STAR identifies the effects of SEUS

SEU-X? identifies the unexcitable SEUs

The SEU simulator determines which SEUs cause System failures
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Future work: UniPi1+PoliTo

o Extend the unexcitability prover

— Untestability analysis (so far available only for SEUs in
the logic) mmmmp No simulation required!
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Future work: UniPi1+PoliTo

« Extend the SEU simulator
— Probabilistic fault injection
— Multiple SEU occurrence

!

* Reproduce the functioning environment of the
system

— Assess the sensitivity to SEU accumulation
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Future work: UniPi1+PoliTo+UniBiel
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On-line testing of permanent faults due to radiation
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Future work: UniPi1+PoliTo+UniBiel
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Thank you for your attention!

Questions?

Luca Cassano
Office phone: +39 050 2217452

Email address: luca.cassano@ing.unipi.it
Web page: www.let.unipi.it/l.cassano
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