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FT-UNSHADES2 in a nutshell

 Fault injection is a method of assessing the effects of particles hitting over
registers of a digital design.

 Radiation effects on configuration bits of FPGAs cause permanent faults.
Injecting faults means the induction of changes in the configuration.The
goal is to perform the injections in a deterministic manner.

 FT-UNSHADES2 assess the vulnerability of a design in an FPGA to SEE.

 It is not constrained to any FPGA

 Analyzes in detail the propagation of a fault in the configuration, and the
possible corruption of the user logic.

 The study of techniques for scrubbing policy

Other features:

 Remote access

 Detailed analysis

 Test in the beam



FT-UNSHADES2 in a nutshell
 FTU2 is a contract with ESA: “High Capacity, High Speed IC Test System

for Automatic Fault Injection and Analysis (FT-UNSHADES 2)”

 FTU2 is a platform designed to assess the reliability of a netlist at design
level.

 The PARTIAL RECONFIGURATION feature of Xilinx FPGAs is exploited
to generate bit-flips into the USER REGISTERS (…not only)

 The process is designed knowing a priori where, when and how to inject
the faults.

 In FTU2 both sights are implemented: fault campaigns and single fault
detailed analysis

 Several SEEs are implemented: SEU and MBU, and under certain
conditions, SETs.

 The design flow has been is reduced to a FPGA standard implementation
and a simulation.

Originally FTU was thought trough the assessment of ASIC netlist.
FTU2 has been extended to inject on SRAM-FPGAs configuration.



FT-UNSHADES2 in a nutshell: the hardware
structure
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FT-UNSHADES2 in a nutshell: the hardware
structure
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FT-UNSHADES2 in a nutshell: the design preparation flow

1. Fit your design in the target FPGA
2. Allocate I/Os
3. Simulate and extract inputs
4. Finish the standard flow

• Bitstream (.bit)
• Bit allocation file (.ll)
• Port location (.pin)
• VCD stimuli (*.vcd)
For FPGA flow
• Configuration

allocation (*.cl)



FT-UNSHADES2 and STAR

1. STAR analyzes the allocation of the design in the FPGA.

2. Determines the most critical configuration bits.

3. Generates the coordinates of those critical bits.

Bit 96615 0x000c0400 199 Block=PIP_Conf Net=/.config/Frame199/ISPFIFO/mem3(3)

STAR

List of
sensitive bits

Analyze the impact of SEE in FPGA
configuration memory without running
simulations

The coordinates are transferred to
the Fault Injection Platform

FT-
UNSHADES2



A new vision of the SRAM-FPGA fault
injection

 Inject and repair at end

 Full configuration refresh

 Define a technique with both approaches

Stop RUN if discrepancy

End of
Workload

T=0
Give RST

Bit-flip

Compare Gold and SEU

Repair

Stop RUN if discrepancy

End of
Workload

T=0
Give RST

Bit-flip

Compare Gold and SEU

Refresh



FTU2: User interface







FTU2 in numbers

1. Fault rate achieved: 10.000 faults/sec (in
a very easy example,ASIC mode)

2. 512 I/Os, the capacity depends on the
model of the target device.

3. Current configurationsVirtex 5, LX50T
and FX70T (FF1136 package)

4. Latent analysis and selective diff options
are available



Extensions of FTU2 FPGA flow

1. Changing the device/family is a matter of assembling
new customized boards

2. Any scrubbing technique can be emulated in the
platform with low effort

3. The platform is suitable to be used as test fixture in a
beam test. The comparison is made with a shielded
unit.

4. Moving to a non-Xilinx FPGA is possible if partial
reconfiguration port is available and a non-intrusive
READBACK mechanism exists.



Conclusions & Open questions

 FTU2 extends its capabilities to the study
and assessment of designs in SRAM-FPGA

 Provides exhaustive information of
campaigns (gross numbers) and analysis of
single faults (detailed propagation)

 Hierarchical information of the faults and
criticality is also provided.

Industry would tell us their needs.The complete
know-how is in the UoS, and could be adapted.



Access to FTU2

For Academia:

 Access is available to academia for
research purposes via internet.

 User/Password is given

 Beta users coordinated by ESA

For industrial customers:

 An agreement with UoS (and Polito)

 Training and support

 Install the FTU2 in the intranet



Demo of the system in SEFUW
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