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Abstract—Flash-based FPGAs are more and more interesting
for space applications because of their robustness against Single
Event Upsets (SEUs) in configuration memory. However, as Single
Event Effects (SEEs) are still a concern both for user memory and
the configurable logic, accurate evaluations are needed to identify
mitigation techniques for securing their use in space missions. In
this paper the SEE sensitivity of circuits implemented in Flashbased FPGAs is evaluated with respect to the working frequency
and different routing schemes. We outline different methodologies
that can be used in order to characterize SEE sensitivity, using both
heavy-ions radiation experiments and analytical approaches. Experimental results detail the contributions of different SEEs as a
function of operating frequency and routing on a realistic circuit.
Index Terms—Field-programmable gate array (FPGA), flashbased, frequency, radiation testing, single event effects (SEEs).

I. INTRODUCTION

F

IELD-PROGRAMMABLE gate arrays (FPGAs) are
getting more and more interesting for space applications
because of their relatively high performance and low power
dissipation joined by reconfiguration capabilities. However,
the space environment is hostile for electronic devices, due to
the high amount of radiation, mostly electrons, protons and
heavy-ions [1]. Because of this, either hardened-by-technology
or hardened-by-design FPGAs, where mitigation techniques are
transparently applied within the device must be used in space.
Otherwise, if one wants to utilize Commercial-Off-The-Shelf
(COTS) FPGAs, user-implemented mitigation techniques
are mandatory. COTS are very appealing as they promise
a large performance increase combined with potential cost
savings, with respect to technology-hardened FPGAs. Commercial FPGAs are thus under investigation for analyzing their
sensitivity to radiation effects, and to identify which countermeasures could be applied in order to enable their usage in
future space missions. In particular, Flash-based FPGAs are an
attractive solution for applications operating in harsh radiation
environments because the configuration memory does not upset
like in SRAM-based ones. In such devices, the implementation
of the desired circuit is accomplished by programming the
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floating-gate switches that compose the configuration memory
[2]. These switches are used to configure the logic function of
the FPGA logic cells (tiles) and the routing paths. Experiments
have proven the immunity of these devices to Single Event Upsets (SEUs) [3] in the configuration memory. In this scenario,
however, Single Event Transient (SET) phenomena become
more critical. Radiation can induce voltage glitches in the
combinational logic that could propagate to memory elements,
and, if latched, the glitches result in either single or multiple
memory elements being upset, depending on the fan-out stems
of the affected combinational logic. Moreover, SEUs are
possible in the user memory. Different kinds of Single Event
Effects (SEEs) can thus induce faults in designs implemented
in Flash-based FPGAs; from SEUs in user memory (flip flops
and embedded SRAMs) to SETs in combinational logic, which
can lead to multiple upsets, or in global lines, like clock and
reset, that can lead to functional failures of the whole circuit
or parts of it. In this scenario, it is important to understand
the impact of the several possible effects on a design, defining
the corresponding criticality level and identifying the different
circuit parameters weight on the overall design sensitivity.
The main contribution of this work is a set of methodologies that we propose to analyze the most significant parameters
that could affect the SEE-induced error rate in a realistic circuit
(e.g., combinational logic surrounded by register elements implementing an arithmetic function) implemented in Flash-based
FPGAs. In particular, we developed hardware/software tools
that implement these methodologies. We applied these tools to a
realistic case study for assessing the impact of clock frequency
and the routing architecture, on SEE sensitivity of a design implemented in Flash-based devices.
The paper is organized as follows: Sections II and III outline background information and previous works on SEE sensitivity evaluations in Flash-based FPGAs. Section IV describes
different methodologies we used to analyze SEE sensitivity.
Sections V and VI describe the experimental setup and results
obtained and, finally, Section VII draws conclusions and directions for future works.
II. BACKGROUND
Flash-based FPGAs are electronic devices composed by a
matrix of configurable logic cells (tiles), which implement basic
logic functions, connected by programmable interconnection
routes that allow building complex circuits. Programmability is
obtained by means of a Flash memory whose floating gate cells
control switches within the FPGA. These switches are used to
configure the logic function of the FPGA tiles and the routing
paths.
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Fig. 1. Flash-based FPGA programming and control switch.

As described in [2], each switch used to connect or disconnect
two FPGA nodes is implemented by means of a pass transistor
and a smaller device used to control it. The switch programming
is executed by writing the floating-gate, shared between the two
devices, as in Fig. 1.
The FPGA matrix is composed of a number of logic tiles,
which can implement any basic logic function (i.e., combinational or sequential) according to how it is programmed.
Indeed, a combinational or sequential function can be defined
by programming the switches controlling the paths within the
tile itself. Fig. 2 shows a model of the tile, highlighting the
different configuration switches. Such an architecture can implement any logic function with up to three inputs and one
output, as well as a flip-flop or a latch. Moreover, considering
the architecture illustrated in the picture, it is possible to identify three possible effects induced by a single particle striking
one of the nodes:
Effect 1, which occurs when a particle hits a sensitive
node of a logic gate cell provoking a pulse that propagates
through the logic.
Effect 2, which occurs when a pulse happens in the logic
configured to implement a latch. In this case, because of
the feedback path of the programmed cell, the pulse may
turn into an SEU.
Effect 3, which occurs when a particle strikes the floating
gate switch provoking, because of the memory cell size, a
transient pulse.
SEEs in the Flash-based FPGA switches do not cause permanent damage, as they consist in either SETs that if not sampled
disappear after a certain time, or SEUs that although latched can
disappear at the next update of the flip-flops (the same holds
for latched SETs). Nevertheless, SEEs may affect the behavior
of the circuit, and therefore it is mandatory to analyze how the
logic, routing and configuration resources contribute to the SEE
sensitivity. Moreover, as SETs are transient pulses, it is important to study the SEE sensitivity as a function of the frequency
and the routing characteristics that may affect the delay of the
circuit.
III. PREVIOUS WORKS
As mentioned in the introduction of this work, experiments
have proven the immunity of commercial Flash-based FPGAs
to SEUs in the configuration memory [3]. Two kinds of SEEs
can thus affect the reliability of designs implemented in these
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devices: SEUs in user memory and SETs in combinational and
sequential logic.
The problem of upsets in flip-flops and embedded SRAMs
has been widely addressed in the past. Error Correcting Codes
(ECCs) are the conventional solution to cope with soft errors in
SRAMs, and Triple Modular Redundancy (TMR) is the most
commonly used technique for mitigating soft errors in logic
memory (flip-flops) [4]. In the cases where these techniques
are too expensive or can not be applied, other methodologies
have been studied and successfully applied, such as Built-In
Current Sensors (BICS) [5] and Dual Interlocked Storage Cell
(DICE) [6], that are mainly used in ASICs or hardened-by-design devices.
On the other hand, SETs are still under investigation, even if
some mitigation techniques have been already proposed, such
as in [7]. Technology shrinking as well as frequency increasing
and voltage lowering, are making such faults more and more effective and frequent. Moreover, SETs depend on many parameters, like operational frequency, full arrival time and location.
They can be considered as a random event, which requires an
accurate characterization.
Many works investigated the nature of these events, studying
the propagation of the transients through the combinational
logic and the routing resources in ad-hoc designed circuits
[8]–[10]. The origin and the propagation of SETs have been
widely investigated on digital systems both by simulation and
radiation experiments [11]. Recently, SETs have been investigated in Flash-based FPGAs [12], [13]. Previous works [8],
[14], [15] reported SET propagation experiments on custom
circuits designed specifically for observing SETs. Also some
studies about SET dependency on clock frequency have been
presented in [16]. However, to the best of our knowledge, the
SET propagation problem has not been studied on realistic
designs implemented on Flash-based FPGAs, and therefore the
data available today may give a worst-case view of the phenomenon. The circuits studied so far were indeed developed for
maximizing the probability of observing SETs by minimizing
the effect of logic masking.
Although this kind of circuits allows easily studying the
SET effects on the logic and the routing, they are far from
being representative of realistic designs, since they have been
intrinsically designed to favour and emphasize the SETs phenomena. The SETs observed in such circuits are therefore
likely to be much worse than in real circuits, since in realistic circuits the combinational path has a limited number of
gates between register elements and therefore narrower SET
pulses can be expected [17]. Indeed, the long combinational
paths used so far for studying SET propagation have the
great advantage to avoid logic masking of the radiation effect;
moreover, they can induce broadening or filtering effects [8]
that are unrealistic in designs with a very small amount of
logic levels between memory elements as happen in realistic
circuits.
For these reasons, the set of methodologies we propose in this
manuscript aim at performing SET analysis on realistic circuits
intended for performing tasks reasonably representative on realistic circuits and to avoid the usage of circuit specifically designed for SET observation.
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Fig. 2. The Tile logic block scheme and the possible radiation effects.

IV. PROPOSED STUDY METHODOLOGIES
Three different approaches have been used together in order
to analyze data from singular points of view and then combine
them to provide consolidated pictures of SEEs in Flash-based
FPGAs with respect to different circuit parameters, in particular clock frequency and routing architecture. On the one hand,
a flexible radiation testing environment has been set up, to collect data from accelerated experiments that provide realistic results. On the other hand, two software-based techniques have
been put together to manage different circuit routing schemes
and correlate them with radiation testing data. First, a software
tool re-places the circuit resources leaving their functionality
unchanged but modifying the routing; secondly, another tool analyzes the FPGA bitstream resulting from the previous transformation, computing the number of sensitive programmable
points that changed from the first version of the circuit.
A. Test Setup
The testing environment we developed for evaluating SEEs
in Flash-based FPGAs is composed of three main modules: a
hardware module hosting the Device Under Test (DUT), another
module with a Monitoring Device (MD) and, finally, a Clock
Generation Module (CGM), as illustrated in Fig. 3.
The DUT, a Flash-based FPGA, is irradiated while operating
at a clock frequency defined by the CGM. In the meanwhile, the
MD monitors the DUT outputs (channels) detecting discrepancies in the functioning due to radiation-induced faults. The MD
is implemented in an SRAM-based FPGA, but could be implemented in any other technology that provides reconfiguration.

Fig. 3. Test system block diagram.

Finally, a PC is connected to the MD through the JTAG port, allowing us to download experimental results for further analysis
and control the test execution.
The design on the MD is a general circuit that can monitor different events happening in the DUT according to how the DUT
is designed. The MD is able to count the events happening in the
DUT and store them into general-purpose registers that can be
read by the software running on the PC. In particular, the MD
design is composed of a first stage of majority voters that vote
the DUT output channels in order to protect the counting mechanisms from false faults happening in the transmission stage between the DUT and the MD. The maximum number of channels is defined by the maximum number of data connections
available between the DUT and the MD divided by 3, because
of output triplication. Every voted channel is then analyzed by
a second stage, an FSM that counts faults and resets the DUT
transmission stage preparing it for sending a new fault when it
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Fig. 5. DUT Design architecture.
Fig. 4. Monitoring Design architecture.

happens. Finally, the FSM stores the counters in 32-bit registers, one per channel, which are read at the end of the test by
the PC. The MD design is modular to allow changing both the
number of channels and the detection algorithm implemented by
the FSM without need for changing the rest of the setup. Such
flexibility allows us to observe different kind of SEEs simply reprogramming the MD. The main drawback of such a design is
the so-called blind time. Indeed, between the moment in which
the FSM detects the fault and the transmission stage of the DUT
is reset, the MD is blind to new faults. However, because of the
MD high operating frequency (at least 100 MHz), and considering that this operation requires few clock cycles, depending
on the algorithm implemented by the FSM, the blind time is
considerably much lower than the SEE rate of the DUT. The
particle flux can be easily adjusted so that it is very unlikely
to have an SEE occur within the blind time of the previous detected fault1. Fig. 4 shows the basic architecture of the MD as
described above.
The circuit implemented in the DUT, is composed of two
modules, a SEE detection module, which is the circuit whose
behavior under radiation has to be studied, and a transmission
module. The former should be as large as possible to expose
a large sensitive area to radiation to maximize the probability
of observing interesting events during testing, while the transmission part must be as small as possible to minimize the probability of collecting SEE that may be seen as measurement noise.
For this reason, this module performs just the minimum to assure a correct data transmission, demanding further elaborations to the MD. Moreover, the transmission module is protected
against SEE in order to send correct data. Because of the very
narrow duration that certain transient faults can have, the transmission part contains latches that keep the fault active while the
MD collects it.
As described above, as soon as the monitor notices a fault
arrived on the DUT outputs, it resets the transmission module
of the DUT, thus bringing the latches back to their initial state.
Because this holding mechanism can be affected by SEUs, each
latch is replicated three times, and the output of each replica
1With an average flux of 9:283E + 03 particles=s=cm , we can expect an
average number of 1:856E 04 particles=cm in a blind interval of 20 ns.

0

Fig. 6. Routing Modification Tool algorithm.

is mapped on a pin belonging to a different FPGA I/O bank,
in order to avoid common mode faults due to a single particle
striking the I/O bank itself. Fig. 5 shows the general DUT
architecture.
The design can work at different frequencies provided by the
CGM. This allows the evaluation of the DUT SEE sensitivity
with respect to the frequency parameter. By changing the clock
) and
frequency , it is possible to perform static (
dynamic (
) tests. Possible faults on the circuit global
lines (reset and clock), can be detected in the data post-processing phase because they usually induce burst of errors that
are easy to distinguish.
B. Routing Modification/Analysis Tools (RMAT)
The second parameter whose impact on SEE sensitivity we
evaluated is routing. We developed two software tools for modifying and analyzing the circuit routing architecture. The first
one is able to re-place the circuit resources in order to change
the routing of the connections, increasing or reducing its length
by changing its topology. The second tool analyzes the generated bitstream for estimating the number of possibly sensitive
configuration points that are changed between the first version
of the circuit and the re-placed one.
The routing modification tool is based on the algorithm represented in Fig. 6.
funcTwo parameters are passed to the
tion, the desired average distance between connected resources
( ) and the set of resources to be re-placed ( ). In the first iteration, contains all the input resources of the circuit. For each
resource belonging to that has not already been placed, the
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Fig. 7. Routing Analysis Tool flow.

function is called, that inserts in a spare place
within the FPGA matrix. Afterwards, the
function is called recursively on the resources connected to
outputs. Every new resource is then placed at a distance from
the resource it is connected to, randomly choosing one of the
spare places that satisfy this requirement. If no places are found
at the desired distance, a new random place is chosen at disor
, and so on, until a place for the resource
tance
is found. Finally, after each placement operation, the function
is called, to compute the actual average distance . When all the resources have been correctly placed, the
actual average distance is returned.
The second software tool we developed is a bitstream analyzer able to identify sensitive programmable points of a certain
FPGA design, i.e., configurable switches that can induce a fault
if struck by a particle. The execution flow is composed by two
steps: the empty bitstream generation and the circuit sensitivity
analysis. The first step consists in gathering information about
the bitstream structure of a certain device family. It is executed
only once per family, and the information it provides are mandatory in order to extract the circuit used resources (both routing
and logic ones). The second step, instead, analyzes the design itself and provides the list of sensitive programmable points, and
is executed for every different circuit. Fig. 7 shows such flow.
During the first step, the primary phase consists in generating
the “discovery” bitstream. A singular design is implemented, in
order to discover the bitstream structure and generate the necessary information to proceed to the second step. This design consists in a unique spare gate (such as an inverter or an AND gate)
that is simple enough to occupy a single tile of the whole device.
Once the discovery bitstream has been generated, the design is
moved around the device area in order to produce several copies

of the same circuit with the only difference being their locations
within the FPGA array. All these replicas are then compared
and, on the basis of the regularity of the array architecture and,
hypothetically, of the bitstream information, the tile location relationships and a bit positional mapping are produced. The location relationships define where the block of bits containing
the information related to a certain tile is located within the bitstream. On the other hand, the bit mapping describes where the
bits related to a certain tile are within the block.
Once the first step has been executed for the desired device,
the output information can be saved and reused for every design implemented in the same family. The second step has to be
executed for every design and analyzes the SEE sensitivity of
the implemented circuit on the basis of the output information
of the first step. In particular, for every tile of the device, the
programmed bits are extracted by the analyzer engine and they
are catalogued according to their function using the bitstream
and resource rules generated by the first step. By now, the functions are recognized between routing and logic. The first function identifies the bits involved in routing elements, while the
second one identifies the bits that program the logic cells.
V. EXPERIMENTAL SETUP
On the basis of the radiation test environment described in
the previous section, we studied the SEE sensitivity of realistic designs implemented in Flash-based FPGAs and, in particular, the contribution of two different effects: SEUs in the
user memory elements and SETs in the logic. During the experiments we tested ProASIC3 Flash-based FPGAs [18], manufactured by Actel with 130-nm CMOS process. We irradiated
A3P250 PQ2008 devices, featuring 6,144 logic cells and a 250 k
equivalent system gates. So, the DUT is an Actel ProAsic3 250
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Fig. 8. Representation of the DUT detection module.

device, while the MD has been implemented in a Xilinx Virtex
II-Pro 4 FPGA.
In the DUT, we mapped a sequential circuit implementing a
multiplication between and , where is the input of the circuit and is a number defined by the amount of pipeline stages
of the circuit. Indeed, every stage implements an addition between and the result of the previous stage, thus emulating a
multiplication of by , with being the number of the current
stage. is a number on 8 bits, and the 9-th bits of the first-stage
registers are set to ’0’ (carry input). In particular, has been set
to “0000001”, in order to minimize the probability to have overflow, thus masking faults that are propagating toward the circuit
outputs. Such a circuit is more similar to a real design than the
circuits used in any previous experiment on Flash-based FPGAs
[8], [9] but is still simple enough to allow studying the effects we
are investigating by means of exhaustive simulation, in order to
confirm and complement the radiation testing results. In this scenario, no feedback paths that usually characterize FSMs structures are present, but a combination of logic and memory elements is implemented, taking into account the maximum depth
level of combinational logic, in order not to have unreal paths
that can induce effects that are unlikely to happen in real designs. Fig. 8 shows the architecture of the detection module implemented in the DUT. Two replicas of this circuit are mapped
in the DUT, and their outputs are XOR-ed in order to be able to
catch differences in them. The comparing mechanism is part of
the DUT transmission module and is thus triplicated to be insensitive to SEEs. Finally, the implemented multiplier is composed
by 35 pipeline stages, and the two replicas occupy more than
95% of the whole FPGA logic cells.
Different kinds of effects can be detected by the designed
DUT circuit. First of all, SEUs that occur in user registers; every
flip-flop is susceptible to upset because it is not protected by
any redundancy mechanism. SEUs can be observed as a single
’1’ (difference on one output between the two replicas) on the
output for one clock cycle. On the other hand, SETs in the combinational logic can induce, if captured, single upsets or also
multiple upsets within the same pipeline register, thus being observable as single or multiple ’1’s on the outputs for one clock
cycle. Because SETs are dependent on the clock frequency, we
tested the DUT with different frequencies, ranging from 1 kHz
up to 100 MHz. Finally, faults affecting global lines, like clock
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and reset, can induce different behaviors. An SET on the clock
line can induce a burst of errors, because many signals are sampled in a wrong manner, or, otherwise, a simple delay could be
inserted. A transient fault on the reset line, on the other side,
can clear all the pipeline registers, deleting all the faults that are
propagating toward the output, thus masking them. In conclusion, being able to recognize burst errors, and taking into account the probability to have faults in the global lines, we can
provide an accurate estimation of the number and type of radiation-induced events.
The Monitoring Design (MD) is a circuit that samples the
DUT outputs and counts the number of errors appearing on
them. As mentioned in the previous section, some precautions
have been taken to cope with sampling frequency and I/O banks
related issues. In particular we latched the DUT outputs to
decouple the DUT functioning frequency and the MD sampling
frequency. Because the DUT works at different frequencies
during the test, while the MD samples always at 100 MHz,
the latches and the last pipeline stage are reset after an error
is detected onto the DUT outputs, not to sample it again. The
latches have been then tripled in order to avoid SEUs that
would have invalidated the results. Finally, as described in [3],
I/O banks can be affected to common mode failures induced
by a single particle that could lead to a malfunctioning of the
whole bank. For this reason the three replicas of every output
latch have been mapped on different banks and majority voted
in the MD.
VI. EXPERIMENTAL RESULTS AND ANALYSIS
In order to evaluate SEEs we performed two kinds of experiments. First of all we tested the DUT design under a heavy ion
beam at different frequencies. We estimated the design crosssection as the ratio between the number of reported errors and
the beam fluence at 1 kHz, 10 MHz, 50 MHz, 60 MHz, 80 MHz
and 100 MHz. We used different parts in order to avoid measures affected by total dose effects, changing them as soon as
any problem was detected during the configuration phase. Secondly, at a fixed frequency of 40 MHz, we tested the same circuit
but with different placement schemes that stretch out or shorten
the routing paths, in order to evaluate the impact of routing elements on the SEE sensitivity.
We performed heavy-ion irradiation both at the SIRAD Facility at the National Laboratory in Legnaro (INFN), Padova,
Italy and at the Heavy-ion Irradiation Facility (HIF) located in
Louvain-La-Neuve, Belgium. We first irradiated the DUT with
. Several
an Iodine beam with an LET of 61.8
runs have been performed for every operating frequency and the
results are presented in Fig. 9, which shows the measured design
cross-section against the operating frequency. As the reader can
observe, up to 50 MHz we did not observe relevant variations
on the error rate, thus letting us think that below a certain frequency the cross-section is dominated by SEUs affecting the
user memory elements. For higher frequencies we observed a
rapid increase of the error rate. In particular, at 100 MHz it is
about ten times the error rate at 1 kHz, and the growth is concentrated between 50 and 100 MHz.
In the second experiment, we irradiated the DUT at a fixed
frequency of 40 MHz with Xenon ion (LET of 64.8
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Fig. 9. Measured design SEE cross-section as a function of working frequency.

TABLE I
CHARACTERISTICS OF THE TESTED CIRCUITS.

TABLE II
OBSERVED EVENTS WITH RESPECT TO DIFFERENT PLACEMENT SCHEMES.

variations requiring a very low effort, in order to study and analyze the desired kind of effect. Moreover, implementing such
methodologies in the way we described in the previous sections
of this paper, we could observe different kinds of SEEs, with respect to significant circuit parameters. In particular, interesting
results have been collected about SEE sensitivity as a function
of the DUT working frequency and the routing architecture. Finally, the DUT design we used allowed analyzing radiation effects in a circuit that is more realistic than the other ones used
up to now.
In order to further investigate the observed radiation response
we planned several activities. First of all we are going to perform
more radiation experiments to increment the resolution of the
growing error rate in the frequencies window between 50 MHz
and 100 MHz. Such a test should confirm the SEE sensitivity
characteristic we observed, enriching the curve in correspondence to other frequencies. Moreover we are going to irradiate
different placement solutions at a higher frequency, where SETs
should be more relevant, in order to evaluate the impact of differences in the routing paths. Finally, we are going to evaluate
SEE propagation probability due to logic masking, in order to
correlate current results with the one obtained with simpler circuits, like inverter chains or shift-registers.
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